Abstract-Risk assessment is crucial to the increase of software development project success. Current risk assessment approaches provide only a rough guide. Risk assessment experts and domain experts are required in conducting risk assessments in software projects. Therefore, traditional risk assessment approaches require extra activities besides development tasks, and possibly leading to extra costs. We believe that an effective risk assessment approach should be transparently embedded in software development process. This paper aims to present an automated risk assessment framework using CMMI and risk taxnomy as a guidance to develop a risk assessment model. A pragmatic approach will be applied as a basis in building this suggested risk prediction model and the case studies of our practice. These studies are considered as our proof of concept.
I. INTRODUCTION
Boehm [1] defined risk as a probability or a threat of damage, loss and other negative situation that causes a negative impact. In other words, risk causes loss or threaten the success of projects which have not occurred. Eventually, various risk definitions were introduced, risk can be more precisely described by three main characteristics [2] : (1) The potential for loss must exist, (2) uncertainty with respect to the eventual outcome must be present, and (3) some decision is required to deal with the uncertainty and potential for loss.
Although, risk assessment is crucial for software development projects, the success rate of software development projects between 1996-2004 was below 30 percent [3] . Low quality of risk assessment process could be the fundamental factor of these projects failure [4] . However, risk assessment process in software projects require a lot of effort from the projects stakeholders, especially risk experts [5] . Moreover, risk assessment process involves extra activities besides development tasks that may contribute to additional expenses [6] . Traditional risk assessment process includes three primary steps which are risk identification, risk analysis, and risk prioritization. Risk identification aims to develop lists of the project-specific risk items before its impact is analyzed and prioritized for developing risk control procedures in the second and third step. Several techniques were presented to achieve this task such as checklists, decision-driver analysis, and assumption analysis [7] . However, this approach relies on risk experts and the domain experts, which is often a subjective judgment. Thus, the risk assessments varies according to expert experiences [5] .
An effective risk assessment process that guarantees the success of the projects is a non-trivial solution. Several studies are trying to leverage risk assessment process. For example, Chang [8] presented his risk assessment model by applying data mining techniques, but risk experts are still involved in the impact of risk evaluation. This model focuses only on risks that affect cost and schedule. In the same way, several researchers [9] , [10] , [11] , [12] focus on mining software repositories to predict harmful scenarios in software projects, for example predicting blocking bugs, identifying issue priority, and predicting issue reopened. However, the biggest challenge in developing a risk assessment model are still exists. It is due to the fact that previous assessment models was unable to reflect the current situation of software development projects and did not provide a theoretical approach to deal with identified risks.
Currently, software development process is commonly adapted to increase the capability of agility, collaboration, and traceability [13] . Subsequently, a project tracking system is more popular because it can support software development life cycle in several prospects and strengthen the collaboration within the development teams [14] . A project tracking system is also used as a software project repository that collects software development related objects such as source code, tasks, documents, test cases, etc. An object in a project repository can be classified into two types which are work products and work items. Work item is an activity within a project that project managers and team leaders monitor the progress and the remaining work. Work product describes a product that is produced from work items both deliverable and non-deliverable items [15] . The details of both objects will be described in the next section.
As previously stated, this paper aims to address the drawbacks of traditional risk assessment processes. We proposed that an effective and practical risk assessment approach should be embedded and appended to software development projects with minimum cost and effort. Insight and actionable information should also be provided. Project managers should be supported by an automated risk assessment tool to eliminate subjective judgments from risk experts. We suggested that there are three compulsory characteristics which are required for an effective risk assessment approach [2] , [6] , [16] , [17] :
• Concrete definition of risks and related components must be provided.
• Risk assessment guideline must provide actionable procedures.
• The list of potential risk factors should be provided.
The paper's main contributions are to propose a risk assessment framework for developing an automated risk assessment tool and to describe the practices of the automated risk assessment approach. As a proof of concept, we adopted the risk assessment model using Capability Maturity Model Integration (CMMI) quantitative approach [18] to build the risk assessment tool. We also present two case studies as the evaluation of our approach.
The remainder of this paper is organized as follow: Section II presents our proposed risk assessment approach. Section III illustrates our risk assessment tool and the evaluation results are discussed in Section IV. Conclusions and future works are drawn in Section V.
II. PROPOSED RISK ASSESSMENT APPROACH
In this section, we describe our risk assessment approach. We also discuss our assumptions which provide a basis for our risk assessment framework.
Our proposed risk assessment approach is developed based on three assumptions which are:
• Risk is a probability of loss, defects are risks that already took place in software projects.
• Risk is related to the quality of software development process. Thus, a software process improvement model can be used as quality metrics to identify risks.
• The cost and effort of the risk assessment process can be minimized by an automated risk assessment tool.
An automated risk assessment process for a large number of different projects is non-trivial. Thus, we describe the risk assessment framework development step-by-step based on our previous risk assessment model using CMMI quantitative approach [18] . This risk assessment model aims to identify risks by analyzing the quality of project management using the guidance from CMMI as the quality indicators.
As mentioned earlier, we focus on assessing risks using the data that is collected from a project tracking system. A data item in a project tracking system can be classified into two types which are work items and work products. Work item describes an activity, process, or action that is carried out as part of software development. Project managers and team leaders can track the project progress and work that remains to be done on a project by monitoring a work item status. Work item can be also used by team members to track their personal work queue. Work item is classified into several types following the software process model [15] . For example, the work item type in the agile process could be bug, scenario, or task, while the CMMI process model consists of a bug, Developers lack of knowledge of the project domain 10
Changing scope / objectives change request, issue, requirement, review, and task 1 . Work product describes a product produced from a work activity. Work product can be either deliverable or non-deliverable [15] .
Our risk assessment framework focuses on a generalized step-by-step procedure to analyze the evidence objects that are collected from a project tracking system based on the relationship between risks, the best practices from CMMI, and the taxonomy-based risk identification. Figure 1 illustrates the conceptual framework of our risk assessment approach. Our approach consists of two main phases which are the learning phase and the deployment phase. The learning phase focuses on the identifying of the relationship between risks, CMMI, and risk taxonomy to develop a risk identification rule. The risk identification rule is used for checking the availability of evidence objects in a project tracking system and a project repository to identify risks. The deployment phase describes the deployment of risk identification rules on the automated risk assessment tool to monitor current and on-going projects.
A. The Learning Phase
Step 1: Study existing risks This step is to study existing risks from previous projects and literature that provides a list of risks in software projects. Several empirical studies also provide a list of risks and its consequences. For example, Table I shows the top ten risks that are extracted from [19] .
Step 2: Identify risk taxonomy
The second step is identifying the relationship between existing risks and risk taxonomy. Risk taxonomy is a category of the product related risks which is a part of the taxonomy-based risk identification [16] . Taxonomy-based risk identification [16] classifies risks into three classes which are product engineering class, development, and program constraints. These classes are further divided into elements and each element is characterized by its attributes. The element describes the group of software development activities and products in each class. For example, the elements of the product engineering class consist of requirements, design, code, and unit test. The elements of the development class consist of development process, process management, and work environment management. The attributes describe the characteristics of each element that should be well maintained to mitigate risks. For example, the attributes of the requirements consist of stability, completeness, clarity, and validity. Thus, we can map between generic risks and the element to categorize our existing risks, following risk taxonomy. For example, the developers lack of knowledge of a project domain relates to the requirement element in the product engineering class. Table III shows the example of mapping between risks and the risk taxonomy of the product engineering class.
Step 3: Identify the best practice
The third step is to identify the relationship between existing risks and the best practice from CMMI according to the guidelines of risk taxonomy. CMMI 2 is a software process improvement model which also provides the best practice to improve the software development process. Currently, there are 22 process areas in CMMI version 1.3. To identify risks, we can map existing risks to the CMMI specific practices to indicate an activity that should be done to prevent that risk.
The guidance of this mapping can be implied from the risk taxonomy in Step 2. For example, the risks that are mapped to the requirements element in the risk taxonomy can be mapped to practices in the requirement management and the requirement development process areas. The mapping between risk taxonomy and CMMI practices also presented in [20] to identify risk sources and its categories. Table II shows the example of mapping between risks and CMMI specific practices. This table illustrates that the risk System requirements are not clearly articulated to the team, is related to ten specific practices in the requirement development process area. Thus, if these ten specific practices are not completed, it could become a risk.
Step 4: Derive the risk identification rule
This step aims to derive the risk identification rules from the relationship between risks and CMMI. The risk identification rule is a device to measure the quality of project based on CMMI practices. In this case, we define the risk identification rule as to check the availability of work items and work products to determine the quality of project. This approach is adopted from [15] . The work items and work products that we defined is based on the guidance from [21] . Table IV shows the example of the risk identification rules. For example, in order to determine the quality of project planning process area, we define that the work item Develop a WBS based on the product architecture, must be completed and the work product WBS must be produced.
The output from the learning phase is the risk identification rules according to the mapping between risks and CMMI. Then, the risk identification rules are engaged in the deployment phase. The comprehensive details of the mapping between risks, risk taxonomy and the CMMI specific practice, and the risk identification rule can be found in [22] .
B. The Deployment Phase
Step 5: Deploy the risk identification rule This step focuses on the deployment of the derived risk identification rules on the automated risk assessment tool. The details of the automated risk assessment tool will be discussed in the next section. Table V shows the number of the risk identification rule from eight process areas that are extracted from our study. Reach an understanding of requirements with requirements providers so that project participants can commit to them.
Step 6: Assess risks in current projects
This step is to perform risk assessment process for current and on-going projects. According to the risk assessment model that uses CMMI quantitative approach [18] , the quality of a project is a measurement, that indicates the quality level of a project from the related CMMI practices. As mentioned earlier, the assumption of our risk assessment approach is that risk is related to the quality of project management. The quality of the project is determined by using the risk identification rules. For example, from table IV, the quality of the project that related to the project planning process area depends on the availability as well as completeness of the work items and work products according to the defined rules. In the case that the quality of a project that related to the project planning process area is low, then the defined work items and work products do not conform to the rules. In this case, the risks that are mapped to the project planning process area not only notified, but also given guidance to prevent those risks. The guidance comes from the related sub-practice (best practice) from CMMI. Table IV shows the example of the guidance the users would receive when the risk that related to the requirements development is identified. The details of the quality of project calculation can be found in [18] .
III. DEVELOP AN AUTOMATED RISK ASSESSMENT TOOL
In this study, we selected the IBM Jazz platform 3 as the project tracking system for our case studies. The Jazz platform or Jazz.net is an open source platform that provides the 3 https://jazz.net/ Fig. 2 . The example of the work items in RTC technical foundation for collaborative, productive, transparent, and thorough integration of information, and tasks across the phases of the software lifecycle. Rational Team Concert (RTC) is a collaborative lifecycle management that is integrated with Jazz platform. RTC is an application in Rational solution used for work item tracking, source control management, continuous builds, iteration planning. Figure 2 shows the example of work items that were created in RTC. RTC also provides a pre-defined and customizable software process templates for a project such as scrum, agile, and traditional waterfall. Figure 3 shows the architecture of the automated risk assessment tool. The detailed descriptions of the implementation can be found in [22] and [23] . The automated risk assessment tool consists of four main components. The first component, the project repository extraction engine (PMR) automatically gathers evidence objects from Jazz platform. The second component, the rule configuration tool is a tool that risk experts can configure to establish relationships between risks, CMMI, and evidence objects. The third component, the assessment engine is a core module for calculating the quality of process based on the defined rules. The forth component, the process maturity dashboard is a portal for project managers to view the risk assessment results.
IV. EVALUATION
This section presents the evaluation of our approach. We simulated the two case studies to evaluate our risk assessment tool. Each case study consists of five project phases which are initiation, planning, execution, monitoring, and closing. The initiation phase describes the activity of initiating a project such as defining project process and defining supplier process management. The planning phase describes the project planning activities including project plan development, project monitoring planning, and requirement development planning. The execution phase focuses on project execution activities such as requirement gathering, implementation, and testing. The monitoring phase contains project monitoring and tracking activities to handle changes and new requirements. The closing phase focuses on the configuration management activities to setting the system environment for project closing. For example, the user can change the project's stakeholder authority in accessing the project repository and secure the work products based on the organization policy.
A. Case study
Case study I
The first case study exemplified a project which lack of project planning practices and lack of communication and requirement management. Table VII shows the situation of the first case study. The percentages in each cell presents the quality of process in the specific process area of CMMI. The "N/A" means that there is no quality measurement of that process area during that phase. For example, the quality of IPM in the initiation is only 29%. There are five process areas in the monitoring phase where the quality is low, these are RM, RD, CM, and IPM (see Table V for the meaning of the abbreviations).
Case study II
The second case study exemplified a project that lack of process management and control practice. Table VIII shows that the project lack of activities for SAM in the initiation phase. The execution and monitoring phases have a very low quality of PMC. This scenario also shows that this project lack of exercising proper software development methodology as well as software development control process.
B. Evaluation procedure
We performed the following steps to evaluate our risk assessment tool. 
C. Evaluation result
The evaluation results from these two case studies are shown in Table IX and Table X From these two case studies, it can be seen that the numbers of the identified risks and the value of quality of project have an inverse relationship. In this case, when the quality of project value dropped, the number of the identified risk is increased. The results also prove the validity of the relationship between the identified risks and the related CMMI process areas. For example, checkpoint 2 in the planning phase of the first case study shows that there is one risk found that the system requirements does not clearly communicated to the team. This risk relates to the requirement management and the requirement development process areas because the practices from these two process areas define a good discipline of the requirement development activities. Therefore, the low quality of RM and RD process areas trigger the risk assessment tool to alert the system requirement development risk.
V. CONCLUSIONS AND FUTURE WORKS
Due to the complexity and difficulty of risk assessment process, we have argued that an effective risk assessment process should be embedded and performed along together with software development activities. This study promotes an automated risk assessment approach leads to a better solution and contributes to an increase of software project success. However, an automated risk assessment tool development is non-trivial. Thus, the main objective of this paper is to describe the automated risk assessment framework based on the risk assessment model using CMMI quantitative approach. We have also presented the fundamental guidance of the automated risk assessment model development and evaluate the risk 
